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Setting up Azure AD with a LymeTemplate Scaffolded App

Navigate to the Azure Portal: https://portal.azure.com

Go to the Microsoft Entra ID (formerly AzureAD) section of the Azure 
Portal

Go to the App Registrations option from the left menu:

Register your API: Click “New App Registration”

Enter in the name of the new API Registration. In this example, the name 
being typed is BoosterApi_Local. This is just a convention to help keep 
these app registrations separate among app instances and environments. 
If you are scaffolding an application, replace ‘Booster’ with your new app 
name and if you are configuring to another environment, such as 
Production, replace ‘Local’ with the environment name. (e.g. 
BoosterApi_Production). All you need to do is enter the application name 
and press the Register button on the page.

https://portal.azure.com
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After pressing save, take note of the Client ID that gets generated as well 
as your Tenant ID. In your Note, label it as “API Client ID” and “Tenant ID”. 
You’ll be using these later in your code.

Click the “Expose an API” option from the left menu:



1. At the top of the current page, view, click the “Add”. Button next the the 
Application ID URI label. This will create a URL for your API to enable 
access. By default, this matches your API client ID that you already noted 
earlier. Pressing the “Save” button after clicking the add button will 
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complete this step.

On the same screen, click the “Add Scope” button:

Fill the form that appears similarly and click the “Add Scope” button:
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That’s it. We should be done with the API. Next we will register and configure the 
client app.

Return to the Main App Registrations area and click “New App 
Registration”. This time, you will need to fill out the Name of the 
application using the same naming conventions that we used for the Api, 
but this time replace ‘Api’ with ‘App’. In our running example it would be 
‘BoosterApp_Local’. Additionally for the app registration, you’ll need to 
specify the application as a “Single Page Application (SPA)” and type in a 
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Redirect URI, which is a return URL that should be registered as a return 
destination after the user logs in. Locally, that value is: 
http://localhost:4200/
Remember the trailing slash in the URL. It’s important. Click Register

Take note of the newly generated client ID. Keep this in your note and 
label it “App Client ID”. We will use this later in our code.

http://localhost:4200/


1. Click the ‘API Permissions’ menu option from the left menu:



1.  Click the ‘Add a Permission’ button.
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Next Click ‘My APIs’ that appears in the form that comes up:

You should see your newly registered API in this list. If you do not see it, 
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you may need to configure the API app registration in the “Ownership” 
area to assign yourself ownership of the API (that’s what it made me do 
the first time I tried this)

The following form will appear. Check off the “UserAccess” permission 
which points back the the API permission we setup on the lsat step of the 
API setup. Click the “Add Permissions” button to save this step.



3. After saving the permission assignment, click the “Grant admin sent for 
[YourOrganizationName]” button and click ‘Yes’ to confirm the action.




